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The Data/Security Advisory Team was asked to examine the standards related to Security 
and Data for e-Governance applications and to submit their recommendations to the 
HLSGC.

5. Accordingly, the Data/Security Advisory Team prepared the first version of 
thReference Standards and placed it before the HLSGC.  The HLSGC, in its 10  meeting 

held on 17.11.2021, had approved the reference Standards. The Government has 
accepted the reference standard for adherence by all departments.

6. The salient features are as follows:

vThese are called “Reference Standards” for data and Cyber Security version 1.0 and 
will be updated regularly.

vProvides standards relevant to e-governance projects to ensure compliance to 
requirements which are Business  Architecture Standards, Application  Architecture 
Standards, Interoperability Standards, Data Standards and Cyber Security 
Standards.



v

Recommended (coded in green) for purposes of e-governance and electronic 

hardware procurement.

vThe Mandatory standards are to be followed for all e-government 

systems/application /hardware procurements / purchase / development by all 

departments.

vSCTC is constituted to ensure compliance to standards. It shall be chaired by the 

Chief Executive Officer, Tamil Nadu e-Governance Agency (TNeGA) with members 

such as Managing Director, ELCOT, State Informatics Officer, NIC-TN State Unit, 

Director, CDAC-Chennai, Director, Society for Electronic Transaction and Security 

(SETS), Director STQC and academic representative from IIT-Madras/Anna 

University or their representatives. The Joint Chief Executive Officer, TNeGA shall 

be the Member-Secretary of the Committee. The Committee can co-opt 2 persons 

from private sector based on any specialized need/sector. 

vThe functions of SCTC shall include:

uIt shall provide all departments compulsory approval of compliance of the 

tender documents to mandatory standards including provision for data sharing 

for data purity project with TNeGA prior to tendering for purchase / development 

of any e-governance application / software / electronic hardware. The full 

compliance review will happen in stages through the tendering to 

implementation and finally at time of go-live of the projects. It shall issue 

detailed guidelines for compliance certification process.

uIssuing binding directions on adherence to standards to the user departments 

for both existing and future e-Gov systems.

uApproving any deviation/exemption for not adopting specific mandatory 

standards.

uDirecting departments to adopt certain standards even if they are not part of this 

document.

7. The Government, after careful examination has approved the “Reference 

Standards” for strict adherence by all departments.

8. The Information Technology department will be authorized to issue any 

clarifications/amendments/updates to these standards from time to time.

The standards are classified in section 7 of policy as Mandatory (coded in red) and 









The Business Architecture is defined based on the Business Reference Model 

(BRM). The Business Reference Model is a functional framework focusing on 

providing an organized, tiered hierarchical construct representing the business 

functions of the e-Governance services. It aims to provide a functional view in 

identifying common business capabilities across Public Institutions required to 

provide services to citizens, business and other institutions. The BRM can be 

viewed as the generic business architecture requirement that will drive and shape 

the subsequent data, application and technology architectures of the Public 

Institution.



https://www.w3.org/TR/WCAG

https://www.service-architecture.com/articles/xml/oagis.html



http://www.egovstandards.gov.in/sites/default/files/Implementation%

20Guidelines%20for%20Open%20API%20Policy%20for%20e-Governance%20%

20%28National%20Data%20Highway%29%20V1.0_0.pdf

ISO 15000-5:2014 :

ebXML (2001)



http://www.egovstandards.gov.in/sites/default/files/Digital%20Service

%20Standard%20Version%201.0.pdf

ISO 15704:2019

Modeling

Digital Service Standard (DSS) 



https://cdnbbsr.s3waas.gov.in/s3c92a10324374fac681719d63979d00fe/
uploads/2020/03/2020032611.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf

NIST Special Publication 800-37:



Iterative

:

.





https://owasp.org/www-pdf-archive/OWASP_SCP_Quick_Reference_Guide_v2.pdf

OWASP Secure Coding Practices : Quick Reference Guide Nov 2020 

.

.



Standards to be implemented while designing the business - application 

layer: 
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https://www.dmtf.org/standards/vman

https://en.wikipedia.org/wiki/Open_Virtualization_Format

Standards to be implemented while designing Infrastructure Management 

and Security layer:

.

.

.





http://egovstandards.gov.in/sites/default/files/Technical%20Standards

%20for%20IFEG%20Ver1.0.pdf

:

Process Agreement



http://egovstandards.gov.in/sites/default/files/Interoperability%20

Framework%20For%20e-Governance%20(IFEG)%20Ver.1.0.pdf      



http://egovstandards.gov.in/sites/default/files/Institutional_

Mechanism_for_Domain_MDDS.pdf     



JSON (Java Script Object Notation) is an open standard file format 

and data interchange format that uses human-readable text to store 

and transmit data objects. It is a common data format with a diverse 

range of functionality in data interchange including communication of 

web applications with servers.
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http://en.wikipedia.org/wiki/Metadata_standards

http://egovstandards.gov.in/sites/default/files/MDDS%20Demographic%

20Ver%201.1.pdf 

.



http://www.ndpp.in/download/standard/eGOV-PID-Standard-Preservation-

Metadata-Schema-Version1.0.pdf

http://egovstandards.gov.in/postal-index-number-pin

https://en.wikipedia.org/wiki/Unicode

https://datatracker.ietf.org/doc/html/rfc2822 
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https://en.wikipedia.org/wiki/ISO_639-3

https://en.wikipedia.org/wiki/E.164
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https://www.pcisecuritystandards.org/document_library?document=pci_dss

.

.

.

.

.



https://github.com/OWASP/ASVS/raw/v4.0.3/4.0/OWASP%20Application

%20Security%20Verification%20Standard%204.0.3-en.pdf

https://cwe.mitre.org/



https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf



https://en.wikipedia.org/wiki/Wi-Fi_Protected_Access

Standards for design, implementation and management of Wireless Local 

Area Network (WLAN):



.

Standards for secure design and implementation of virtualized servers

ISO/IEC 21878:2018





CCA (Controller of Certifying Authority)



http://cca.gov.in/guidelines.html 

https://www.meity.gov.in/sites/upload_files/dit/files/National%

20Cyber%20Security%20Policy%20%281%29.pdf

https://www.cert-in.org.in/ CERT-In Guidelines from 
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IMPLEMENTATION MECHANISM8
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Cascading Style Sheets














